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l. Abstract

After the events of September 11, 2001, concerns about the vulnerability of Internet users to
targeted cyber-attacks were amplified to include the possibility of debilitating the underlying
architecture including root servers and the domain name system (DNS). Some of the
vulnerabilities of the DNS are a result of the unique mix of public, private, domestic and
international actors that are involved DNS development, operation, and management. The most
prominent one is the Internet Corporation for Assigned Names and Numbers (ICANN), which is

chartered by the U.S. government.

The Department of Commerce has affirmed its authoritative role in a June 2005 statement of four
principles, the first of which is the security and stability of the DNS. However, other countries
have criticized the U.S. approach, culminating in a near-stand-off at the 2005 UN's World
Summit on the Information Society (WSIS). The U.N. has now convened a new mechanism for
multi-stakeholder policy dialogue, the Internet Governance Forum (IGF).

The question is now how issues of efficient management and technical stability can be reconciled
with national security interests and sovereignty concerns of other countries, and what role

existing institutions such as ICANN have in this process.

This paper analyzes the developments on the international level since 2003, and the U.S.
response. It is suggested that the U.S. should be focusing on cooperation within existing
structures, rather than risking the evolution of parallel institutional or even technical structures

for DNS management.

[I. Introduction

The debate about Internet governance has recently experienced a public resurgence. Prominent
articles in the Wall Street Journal" and Foreign Affairs™ have highlighted an ongoing
institutional and increasingly international struggle on how best to manage and safeguard crucial

parts of the Internet architecture.

After the events of September 11, 2001, concerns about the vulnerability of Internet users to
targeted cyber-attacks were amplified to include the possibility of debilitating the underlying

architecture including root servers and the domain name system (DNS). Some of the
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vulnerabilities of the DNS are a result of the unique mix of public, private, domestic and
international actors that are involved DNS development, operation, and management. The most
prominent one is the Internet Corporation for Assigned Names and Numbers (ICANN), which is
chartered by the U.S. government. Within and around ICANN, founded in 1998, a number of
entities have evolved in recent years that will determine the management of root servers, IP
addresses and domain names, and thus govern the “critical infrastructures” of the critical

infrastructure Internet itself.

lll.  The Internet Corporation for Assigned Names and
Numbers (ICANN)

The Internet Corporation for Assigned Names and Numbers (ICANN) is a not-for-profit
corporation established under California law in 1998 through a Memorandum of Understanding
with the U.S. Department of Commerce (DoC). Those basics of incorporation reveal little of the
uniqueness of this organization in terms of its structure, influence, and mandate. It has features of
both a self-governed technical standards development organization, a business association, and
an international intergovernmental organization. ™ ICANN is responsible for Internet Protocol
(IP) address space allocation, protocol identifier assignment, generic (QTLD) and country code
(ccTLD) Top-Level Domain name system management, and root server system management
functions. As such, it has a truly global reach and is the most prominent and influential Internet

governance body.

Designed in a contentious process in the late 1990s to respond to the demands of rapidly
changing technologies and economies, ICANN oversees the registrars and registries of TLDs,
creates new TLD, coordinates the regional IP address registries, and controls the WHOIS
database lookup information that identifies the ownership of websites — and all that with the
explicitly stated principles of broad representation and coordination, economic competition, and
technical stability of the Internet." But from the outset, several stakeholders have been
dissatisfied with ICANN’s handling of matters. Civil liberties groups from the U.S. lament the
absence of true public participation mechanisms. The U.S. government, on which ICANN
depends to renew the Memorandum of Understanding every three years, has repeatedly criticized

ICANN’s structures and policies, and is thus reluctant to also cede control of the root servers as
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initially planned. Several national governments, on the other hand, see ICANN as dominated by
U.S. political and economic interests, and demand a sharing of power.

In response to this criticism, ICANN has undergone a major reform in 2002. It currently consists

of a Board of Directors, three supporting organizations, and four advisory committees."!

Among those, one is particularly instrumental in promoting increased international responsibility
for the Internet architecture — the Governmental Advisory Committee (GAC). The statements
and policies of the GAC have long foreshadowed a shift of ICANN principles and practices
towards those typically found in intergovernmental organizations."" This inevitably entails a
move away from U.S. control of critical elements of the Internet, with implications for the ability

to secure the overall system.

IV. The Governmental Advisory Committee (GAC)

The Governmental Advisory Committee (GAC) has been part of ICANN from the beginning in
1998. It currently has 100 members, about 40 of which are active participants. It is open to
representatives of national governments, and to intergovernmental organizations such as the ITU
and the WIPO.

Role and scope of the GAC are laid out in 5 operating principles, adopted May 1999. Therein, it
understands itself as a forum for governments and public policy concerns that shall provide
advice on matters where ICANN policies touch on international agreements and public policy
objectives. Early on, however, this advisory role was superseded by a remarkable assertion of
authority over the global DNS. First, the GAC declared that the Internet naming system is a
public resource and must be administered in the public or common interest. It then stated that
“ultimate public policy authority...rests with the relevant government or public authority” (GAC,
2000). The GAC thus recommended that administrators of the respective country-code top-level-
domain (such as .de, .uk, or .us) serve only with permission from their governments. According
to this principle, a national government could change a ccTLD administrator by leveraging
ICANN'’s control of the root zone file and reassign the ccTLD delegation to another
administrator. To prevent alternative domains from appearing, GAC also advised ICANN to

disallow the creation of any new TLDs bearing geographic identifiers.
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Not all these provisions were adopted, but their intent was clear: country codes domains would
become national monopolies operating under quasi-governmental or governmental authority, not
to be influenced by a U.S. based corporation like ICANN or any single government. Instead,
management and delegation of ccTLD were seen as the responsibility of a “hard” treaty

organization like the U.N., or a “soft” treaty organization like the GAC.

V. The Criticism of ICANN Policies

In the following years, this division between ICANN’s role in non-ccTLD management and all
other tasks became more and more apparent. Since 2000, ICANN had been trying to formalize
their relationship with the operators and managers of the ccTLDs; with little success. Until 2006,
only six sponsorship agreements were signed — with the operators of Australia, Kenya, Japan,

Sudan, Taiwan, and Uzbekistan.

Criticism of ICANN'’s procedures and policies, and questions of its effectiveness is almost as
constant as is its continued support by the DoC, which needs to renew the Memorandum of
Understanding every three years. The criticism is mostly related to the selection of new generic
TLD, the dominance of VeriSign as the .com and .org TLD registry, and its dispute resolution
process. These issues tended to overshadow the international relations component of ICANN and
the increasing demands for internationalization of the DNS in all its components. This looming
DNS dispute gained momentum during the World Summit on the Information Society (WSIS),

which originally was not at all meant to be a forum for the DNS conflict.

VI. The World Summit on the Information Society (WSIS)

The main purpose of the WSIS is to address issues such as the digital divide between developing
countries and Western economies. The U.N. affiliated International Telecommunications Union
(ITU) has promoted the establishment of the WSIS after a resolution during its own 1998

plenipotentiary conference.

This engagement represents a remarkable shift since the ITU was conspicuously absent from
Internet governance debates in the 1990s, for two reasons. One was a self-imposed restraint on
the grounds of its charter that clearly limited its authority to the international telephone and radio

system .The other was the widespread rejection of any established bureaucratic and regulatory
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XI.  Appendix B — DNS Principles 1998 and 2005

The following synopsis contrasts the original four principles for DNS management in 1998 with

the U.S. priorities of 2005.

Memorandum of Understanding,
Department of Commerce and ICANN
25 November 1998

Statement of U.S. Principles,
Department of Commerce
30 June 2005

C. The Principles
The Parties will abide by the following principles:

Domain Names:
U.S. Principles on the Internet’s Domain Name and
Addressing System

1. Stability

This Agreement promotes the stability of the Internet and
allows the Parties to plan for a deliberate move from the
existing structure to a private-sector structure without
disruption to the functioning of the DNS. The Agreement
calls for the design, development, and testing of a new
management system that will not harm current functional
operations.

(1)

The United States Government intends to preserve the
security and stability of the Internet’s Domain Name and
Addressing System (DNS). Given the Internet's
importance to the world’s economy, it is essential that the
underlying DNS of the Internet remain stable and secure.
As such, the United States is committed to taking no action
that would have the potential to adversely impact the
effective and efficient operation of the DNS and will
therefore maintain its historic role in authorizing changes
or modifications to the authoritative root zone file.

(3.) ICANN is the appropriate technical manager of the
Internet DNS. The United States continues to support the
ongoing work of ICANN as the technical manager of the
DNS and related technical operations and recognizes the
progress it has made to date. The United States will
continue to provide oversight so that ICANN maintains its
focus and meets its core technical mission.

2. Competition

This Agreement promotes the management of the DNS in
a manner that will permit market mechanisms to support
competition and consumer choice in the technical
management of the DNS. This competition will lower
costs, promote innovation, and enhance user choice and
satisfaction.

3. Private, Bottom-Up Coordination

This Agreement is intended to result in the design,
development, and testing of a private coordinating process
that is flexible and able to move rapidly enough to meet
the changing needs of the Internet and of Internet users.
This Agreement is intended to foster the development of a
private sector management system that, as far as possible,
reflects a system of bottom-up management.

(4)

Dialogue related to Internet governance should continue in
relevant multiple fora. Given the breadth of topics
potentially encompassed under the rubric of Internet
governance there is no one venue to appropriately address
the subject in its entirety. While the United States
recognizes that the current Internet system is working, we
encourage an ongoing dialogue with all stakeholders
around the world in the various fora as a way to facilitate
discussion and to advance our shared interest in the
ongoing robustness and dynamism of the Internet. In these
fora, the United States will continue to support market-
based approaches and private sector leadership in Internet
development broadly.
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4. Representation.

This Agreement promotes the technical management of the
DNS in a manner that reflects the global and functional
diversity of Internet users and their needs. This Agreement
is intended to promote the design, development, and
testing of mechanisms to solicit public input, both
domestic and international, into a private-sector decision
making process. These mechanisms will promote the
flexibility needed to adapt to changes in the composition of
the Internet user community and their needs.

(2)

Governments have legitimate interest in the management
of their country code top level domains (ccTLD). The
United States recognizes that governments have legitimate
public policy and sovereignty concerns with respect to the
management of their ccTLD. As such, the United States is
committed to working with the international community to
address these concerns, bearing in mind the fundamental
need to ensure stability and security of the Internet’s DNS.

Source:ICANN (2002). Memorandum of Understanding.
Available online at http://www.icann.org/general/icann-

Source: NTIA (2005). U.S. Principles. Available online at
http://www.ntia.doc.gov/ntiahome/domainname/USDNSpr

mou-25n0v98.htm (last accessed February 7, 2006).

inciples_06302005.htm (last accessed February 7, 2006).
Note: The paragraphs were reordered to correspond to the
1998 principles. The number in parenthesis denotes the
order in the source document.
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XIl. Endnotes

" The author is a Senior Research Associate at the Critical Infrastructure Protection Program (CIPP) at George
Mason University, which is funded through grant #60NANB2D0108 from the National Institutes of Standards and
Technology (NIST). Any opinions, findings, and recommendations expressed in this material are those of the author
and do not necessarily reflect the views of NIST or CIPP.

""Miller, J. W., & Rhoads, C. (2005, 16 November). U.S. Fights to Keep Control Of Global Internet Oversight ---
Several Nations at Summit Argued for Power Change; All Eggs in Icann's Basket. The Wall Street Journal.

" Cukier, K. N. (2005). Who Will Control the Internet? Foreign Affairs, 84(6), 7-12.

" An exhaustive study of ICANN’s history and formation can be found in Mueller, M. (2002). Ruling the Root.
Internet Governance and the Taming of Cyberspace. Boston, MA: MIT Press.

¥ For an analysis of ICANN’s principles, see Pommerening, C. (2004). The Development of Governance Structures
for the Internet. Principles and Practices in the Case of the Internet Corporation for Assigned Names and Numbers
(ICANN). Unpublished Doctoral Dissertation, George Mason University, Fairfax, VA.

"' See Appendix A for organization chart.

" Franda examines several instances of Internet governance, including ICANN, using Oran Young’s international
regime development stages of agenda formation, negotiation, and operationalization; see Franda, M. (2001).
Governing the Internet: The Emergence of an International Regime. Boulder, CO.: Lynne Rienner.

" Geist, M. (2005, July 11). The Battle for Control of the Internet. The Toronto Star.

™ See Appendix B for the full text of the statement.

* This Presidential Directive, PDD-63, builds on the recommendations of the President's Commission on Critical
Infrastructure Protection (PCCIP). In October 1997 the Commission issued its report, calling for a national effort to
assure the security of the United States' increasingly vulnerable and interconnected infrastructures, such as
telecommunications, banking and finance, energy, transportation, and essential government services. A
comprehensive analysis of this process can be found in Brown, K. A. (2006). Critical Path: A Brief History of
Critical Infrastructure Protection in the United States. Arlington, VA: George Mason University Press.

X! Quite a few of the IGF Advisory Group members have been participants in the ICANN process as well. The
complete list can be found at http://www.un.org/News/Press/docs//2006/sga1006.doc.htm

X' This is, of course, not noteworthy per se. Openness, inclusiveness, and diversity are a sine qua non in any public
policy process. The significance here is that these procedural principles are identical to the substantive issues to be
negotiated in that process.

" Based on total numbers of TLD under the generic and country-code domains. Source: VeriSign (2004). Total
Domain Name Registration Reaches All-Time High of 64.5M. Available online at http://www.verisign.com/verisign-
inc/news-and-events/news-archive/us-news-2004/page_015910.html (last accessed October 14, 2005)
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